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Industry 4.0
Highly integrated smart production



• Smart Production
Multiple physical processes

• In parallel, but highly dependent

• Precision sensing provides massive 
amounts of data.

• Control algorithms run in local cloud.

• Challenges
• High control requires stable and ultra-

low latency.

• Raw sensor data requires huge data 
rates. (In particular imaging and AR)

Industry 4.0
Highly integrated smart production
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Development cycle of a new network feature

Network 
Equipment 

Vendor

Network 
Owner

ASIC
Team

Software
Team

Feature

Years

Source: Slides of Nick McKeown



Network systems are built “bottoms-up”

Switch OS

Fixed-function switch

Driver

“This is how I process packets …” 
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Network systems are starting to be 
programmed “top-down”

Programmable Switch

Driver

Switch OS“This is precisely how you must 
process packets” 
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• Emerging field of networking
• With the advent of programmable switches (BF/Intel Tofino) 

and P4 language

• Idea of moving computations from servers to the network
• Enabling novel applications: caching, stream processing, query 

processing, load balancing, real-time control, in-network consensus, etc. 

• Programmable switches are not only packet forwarding elements
• Unexploited computational capacities

• High throughput, ultra-low latency

• Limitations 
• pipeline computing model, limited number of stages, limited memory, …

In-network computing

A good summary: https://www.sigarch.org/in-network-computing-draft/

https://www.sigarch.org/in-network-computing-draft/


• Local Decision Making instead of 
centralized control
• Early reaction reduces time required for 

processing
• Reduces network data rate
• Fewer devices that can fail

• FastReact
• Implemented in P4 data plane

programming language
• Sensor value history, moving averages, etc.
• Trigger local actions based on locally stored 

data
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Evaluation - Throughput



• FastReact works by 
• moving part of the industrial control logic to the core or 

edge switch. 

• This can reduce network latency and data usage.

• Future work
• Programmable switches are more than simple packet

forwarding elements

• Fitting well to several industrial UC

• Integration with upcoming TSN extensions of Ethernet 
• integrate TSN extensions into the P4 pipeline.

Conclusion




